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What is the URGENT/11 vulnerability?

The Armis research team, Armis Labs, have discovered 11 zero day vulnerabilities in VxWorks®, the most widely used
operating system you may never heard about. VxWorks is used by over 2 billion devices including critical industrial, medical
and enterprise devices. Dubbed “URGENT/11,” the vulnerabilities reside in VxWorks’ TCP/IP stack (IPnet), impacting all
versions since version 6.5, and are a rare example of vulnerabilities found to affect the operating system over the last 13
years. Armis has worked closely with Wind River®, the maintainer of VxWorks, and the latest VxWorks 7 released on July 19
contains fixes for all the discovered vulnerabilities.

Six of the vulnerabilities are classified as critical and enable Remote Code Execution (RCE). The remaining vulnerabilities are
classified as denial of service, information leaks or logical flaws. URGENT/11 is serious as it enables attackers to take over
devices with no user interaction required, and even bypass perimeter security devices such as firewalls and NAT solutions.
These devastating traits make these vulnerabilities ‘wormable,” meaning they can be used to propagate malware into and
within networks. Such an attack has a severe potential, resembling that of the EternalBlue vulnerability, used to spread the
WannaCry malware.

For additional information on the vulnerabilities please visit:

https://armis.com/urgent11/

https://www.armis.com/resources/iot-security-blog/urgent-11-update/

Oct. 1st, 2019 update:

The FDA released an update to this vulnerability, listing additional 3" party components that are affected:

VxWorks (by Wind River)

Operating System Embedded (OSE) (by ENEA)
INTEGRITY (by Green Hills)

ThreadX (by Microsoft)

ITRON (by TRON Forum)

ZebOS (by IP Infusion)

Additional Information related to 10/1/19 FDA update:

FDA’s safety communication can be found here: https://www.fda.gov/medical-devices/safety-communications/urgent11-
cybersecurity-vulnerabilities-widely-used-third-party-software-component-may-introduce

FDA’s press release can be found here: https://www.fda.gov/news-events/press-announcements/fda-informs-patients-
providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities
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https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12256
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12257
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12255
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12260
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12261
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12263
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12258
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12259
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12262
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12264
https://support2.windriver.com/index.php?page=cve&on=view&id=CVE-2019-12265
https://armis.com/urgent11/
https://www.fda.gov/medical-devices/safety-communications/urgent11-cybersecurity-vulnerabilities-widely-used-third-party-software-component-may-introduce
https://www.fda.gov/medical-devices/safety-communications/urgent11-cybersecurity-vulnerabilities-widely-used-third-party-software-component-may-introduce
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities
https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-manufacturers-about-potential-cybersecurity-vulnerabilities

Are Carestream products vulnerable?

The Carestream products listed below were previously identified as vulnerable to URGENT/11, based on the use of the
INTEGRITY Reak Time Operating System by Green Hills Software. After consultation with Green Hills and tesing using the
validation tool supplied by ARMIS, Carestream products are not vulnerable to the URGENT/11 set of vulnerabilities.

e Carestream Classic CR System

e Carestream Elite CR System

e Carestream CR 975 System

o Carestream Max CR System

e Carestream Industrex HPX-PRO Portable Digital System
e Carestream Industrex HPX-1 Plus Digital System

e Carestream Industrex HPX-1 CR System
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