Carestream PACS Security Patches Compatibility Document

The document below summarizes the security patches that were verified with the
CS PACS line of products.

The tables below specify the specific patches that were tested with each product.
Please note that the specific products tested may change from time to time (as
specified in the “Actual Product Tested” field), however the result applies to the
entire family of the similar products which share a common infrastructure (as

specified in the “Applicable Products” field).

This document is update once every 2 months

Test Date: November 2009

Applicable WFEM, WEM Cluster, CD-Direct, Compression Server, OLSM,
Products LTSM

Applicable 11.0, 10.2

Product Versions

Operating Windows Server 2003

System

Actual Product WFM

Tested

Actual Versions 11.0

Tested

Verified Patches KB975025 Security Update for Windows Server 2003 (KB975025)
KB974571 Security Update for Windows Server 2003 (KB974571)
KB974455 Security Update for Windows Server 2003 (KB974455)
KB974112 Security Update for Windows Server 2003 (KB974112)
KB973869 Security Update for Windows Server 2003 (KB973869)
KB973815 Update for Windows Server 2003 (KB973815)

KB973540 Security Update for Windows Server 2003 (KB973540)
KB973525 Security Update for Windows Server 2003 (KB973525)
KB973507 Security Update for Windows Server 2003 (KB973507)
KB973354 Security Update for Windows Server 2003 (KB973354)
KB973346 Security Update for Windows Server 2003 (KB973346)
KB972260 Security Update for Windows Server 2003 (KB972260)
KB971961 Security Update for Windows Server 2003 (KB971961)
KB971657 Security Update for Windows Server 2003 (KB971657)




KB971633
KB971557
KB971486
KB971032
KB970653-v3
KB970238
KB969059
KB968816
KB968537
KB968389
KB967723
KB967715
KB961501
KB961371-v2
KB961371
KB960859
KB960803
KB960225
KB959426
KB958869
KB958687
KB958644
KB958469
KB957097
KB956844
KB956803
KB956802
KB956572
KB955839
KB955069
KB954600
KB954155
KB952954
KB952069
KB952004
KB951748
KB951066
KB950974
KB950762
KB948496
KB946026
KB945553
KB944653
KB944338-v2
KB943460
KB943055
KB941569
KB938464-v2
KB938127
KB936782
KB936357
KB933854
KB932168
KB930178
KB929123
KB927891

Security Update for Windows Server 2003 (KB971633)
Security Update for Windows Server 2003 (KB971557)
Security Update for Windows Server 2003 (KB971486)
Security Update for Windows Server 2003 (KB971032)
Hotfix for Windows Server 2003 (KB970653-v3)
Security Update for Windows Server 2003 (KB970238)
Security Update for Windows Server 2003 (KB969059)
Security Update for Windows Server 2003 (KB968816)
Security Update for Windows Server 2003 (KB968537)
Update for Windows Server 2003 (KB968389)
Security Update for Windows Server 2003 (KB967723)
Update for Windows Server 2003 (KB967715)
Security Update for Windows Server 2003 (KB961501)
Security Update for Windows Server 2003 (KB961371-v2)
Security Update for Windows Server 2003 (KB961371)
Security Update for Windows Server 2003 (KB960859)
Security Update for Windows Server 2003 (KB960803)
Security Update for Windows Server 2003 (KB960225)
Security Update for Windows Server 2003 (KB959426)
Security Update for Windows Server 2003 (KB958869)
Security Update for Windows Server 2003 (KB958687)
Security Update for Windows Server 2003 (KB958644)
Security Update for Windows Server 2003 (KB958469)
Security Update for Windows Server 2003 (KB957097)
Security Update for Windows Server 2003 (KB956844)
Security Update for Windows Server 2003 (KB956803)
Security Update for Windows Server 2003 (KB956802)
Security Update for Windows Server 2003 (KB956572)
Update for Windows Server 2003 (KB955839)
Security Update for Windows Server 2003 (KB955069)
Security Update for Windows Server 2003 (KB954600)
Security Update for Windows Server 2003 (KB954155)
Security Update for Windows Server 2003 (KB952954)
Security Update for Windows Server 2003 (KB952069)
Security Update for Windows Server 2003 (KB952004)
Security Update for Windows Server 2003 (KB951748)
Security Update for Windows Server 2003 (KB951066)
Security Update for Windows Server 2003 (KB950974)
Security Update for Windows Server 2003 (KB950762)
Update for Windows Server 2003 (KB948496)
Security Update for Windows Server 2003 (KB946026)
Security Update for Windows Server 2003 (KB945553)
Security Update for Windows Server 2003 (KB944653)
Security Update for Windows Server 2003 (KB944338-v2)
Security Update for Windows Server 2003 (KB943460)
Security Update for Windows Server 2003 (KB943055)
Security Update for Windows Server 2003 (KB941569)
Security Update for Windows Server 2003 (KB938464-v2)
Security Update for Windows Server 2003 (KB938127)
Security Update for Windows Server 2003 (KB936782)
Update for Windows Server 2003 (KB936357)
Security Update for Windows Server 2003 (KB933854)
Security Update for Windows Server 2003 (KB932168)
Security Update for Windows Server 2003 (KB930178)
Security Update for Windows Server 2003 (KB929123)
Update for Windows Server 2003 (KB927891)




KB926122 Security Update for Windows Server 2003 (KB926122)
KB925902-v2  Security Update for Windows Server 2003 (KB925902-v2)
KB925398 WMP64 Security Update for Windows Media Player 6.4
(KB925398)

KB924667-v2  Security Update for Windows Server 2003 (KB924667-v2)
KB923561 Security Update for Windows Server 2003 (KB923561)




Applicable

WFM, WFEM Cluster, OLSM, LTSM

Products

Applicable 11.0, 10.2
Product Versions

Operating Sun Solaris 10
System

Actual Product WFM

Tested

Actual Versions 10.2

Tested

Verified Patches

142397-01 SunOS 5.10: libsasl.so.1 patch
142346-02 SunOS 5.10: mem_cach patch
142292-01 SunOS 5.10: Place Holder patch
142286-01 SunOS 5.10: w and whodo patch
142251-01 SunOS 5.10: sh patch

142244-02 SunOS 5.10: hme driver patch
142138-01 SunVTS 7.0: Patch Set 6 for Solaris 10
142084-02 SunOS 5.10: glc patch

141899-03 SunOS 5.10: n2cp driver patch
141878-09 SunOS 5.10: iSCSI patch

141876-05 SunOS 5.10: emlixs patch

141874-04 SunOS 5.10: fp patch

141590-01 SunOS 5.10: dtrace fasttrap patch
141588-03 SunOS 5.10: ksh,sh,pfksh,rksh,xargs patch
141586-01 SunOS 5.10: libgss.so.1 patch
141558-01 SunOS 5.10: acctcom patch
141552-01 SunOS 5.10: Apache 2 mod_perl Perl cgi patch
141518-04 SunOS 5.10: zoneinfo patch
141514-02 SunOS 5.10: vntsd patch

141506-04 SunOS 5.10: ipf patch

141502-02 SunOS 5.10: auditconfig patch
141500-03 SunOS 5.10: kinit patch

141444-09 SunOS 5.10: kernel patch

141030-04 SunOS 5.10: passwd patch
141026-06 SunOS 5.10: print patch

141022-02 SunOS 5.10: libnsl patch

141016-01 SunOS 5.10: Dummy Patch
140899-01 SunOS 5.10: [ir].manifest patch
140860-01 SunOS 5.10: su patch

140796-01 SunOS 5.10: umountall patch
140563-01 SunOS 5.10: ptsl patch

140562-02 SunOS 5.10: kaio patch

140559-01 SunOS 5.10: cron patch

140455-01 X11 6.6.2: VNC Viewer patch
140399-01 SunOS 5.10: in.ftpd patch

139986-01 SunOS 5.10: rpc.ypupdated patch
139967-01 SunOS 5.10: usr/shin/rpc.metad patch
139943-01 SunOS 5.10: todm5819p_rmc patch
139620-01 CDE 1.6: Dthelp patch

139555-08 SunOS 5.10: Kernel Patch

139520-02 SunOS 5.10: package specific [ir].manifest removal patch
139099-02 SunOS 5.10: gtar patch




138876-01
138866-03
138826-04
138824-05
138822-05
138647-01
138387-01
138373-02
138361-01
138217-01
138181-01
137871-02
137321-01
137137-09
137093-01
137080-03
137032-01
137004-06
137000-05
136998-07
136882-02
136839-01
127884-01
127755-01
127127-11
126897-02
126868-03
126540-02
126440-01
126365-15
Extensions
126363-08
Extensions
126206-04
125952-19
125891-01
125731-05
125719-23
125555-06
125547-02
125541-04
125539-06
125533-15
125503-02
125332-07
125279-05
124997-01
124939-03
124457-01
124444-01
124393-09
124204-04
124188-03
123938-02
123893-15

SunOS 5.10: usr/lib/inet/in.dhcpd patch

SunOS 5.10: sharetab patch

SunOS 5.10: PostgreSQL 8.3 core patch

SunOS 5.10: PostgreSQL 8.3 source code patch
SunOS 5.10: PostgreSQL 8.3 documentation patch
SunOS 5.10: /usr/bin/dircmp patch

SunOS 5.10: libc.so0.1.9 patch

SunOS 5.10: fifofs patch

SunOS 5.10: snmpXdmid patch

SunOS 5.10: svccfg & sveprop patch

SunOS 5.10: ike.preshared patch

SunOS 5.10: tk patch

SunOS 5.10: p7zip patch

SunOS 5.10: kernel patch

SunOS 5.10: logindevperm patch

SunOS 5.10: libpng Patch

SunOS 5.10: namefs patch

SunOS 5.10: PostgreSQL 8.2 source code patch
SunOS 5.10: PostgreSQL 8.2 documentation patch
SunOS 5.10: PostgreSQL 8.2 core patch

SunOS 5.10: ImageMagick patch

Service Tags

SunOS 5.10: awk patch

SunOS 5.10: Fault Manager patch

SunOS 5.10: kernel patch

SunOS 5.10: Fault Manager Patch

SunOS 5.10: SunFreeware bzip2 patch

SunOS 5.10: libumem library patch

SunOS 5.10: rm patch

SunOS 5.10: CDE Desktop changes - Solaris Trusted

SunOS 5.10: X Window System changes - Solaris Trusted

SunOS 5.10: zebra ripd quagga patch

Sun Java Web Console 3.1

SunOS 5.10: libc_psr_hwcap.so.1 patch

SunOS 5.10: XML and XSLT libraries patch

X11 6.8.0: Xorg server patch

SunOS 5.10: patch behavior patch

SunOS 5.10: zoneadm indirect dependency patch
Mozilla 1.7: Mozilla Thunderbird email client
Mozilla 1.7: Mozilla Firefox Web browser

Gnome 2.6.0: Trusted Extension Runtime Patch
SunOS 5.10: package-move-of-IP-objects patch
JDS 3: Macromedia Flash Player Plugin Patch
CDEL1.6: dtsession patch

SunOS 5.10: /usr/bin/tip patch

SunOS 5.10 5.10_x86: JDMK 5.1 patch

X11 6.6.2: xdm patch

SunOS 5.10: mountd patch

CDE 1.6: Dtlogin smf patch

SunOS 5.10: zfs patch

SunOS 5.10: Trusted Solaris Attributes Patch
GNOME 2.6.0: GNU Transport Layer Security Library Patch
SunOS 5.8 5.9 5.10 Common Agent Container (cacao) runtime

2.2.3.1 upgrade patch 15




123611-04
123590-10
122911-17
122660-10
122640-05
122472-07
122470-03
122261-02
122259-02
122212-34
121975-01
121453-02
121308-18
121296-01
121211-02
121181-04
121136-02
121133-02
121118-16
121104-10
121095-02
cameras

121012-02
120900-04
120849-04
120830-06
120811-09
120739-05
120719-02
120543-14
120460-16
120414-24
120412-10
120410-32
120329-02
120292-02
120272-25
120201-05
120094-29
120061-02
120011-14
119986-03
119903-02
119900-10
TIFF Patch
119812-06
119810-05
119783-13
119764-06
119757-16
119578-30
119317-01
119313-28
119254-70
119213-20
119130-33

X11 6.6.2: Trusted Extensions patch

SunOS 5.10: PostgresSQL patch

SunOS 5.10: Apache 1.3 Patch

SunOS 5.10: zones patch

SunOS 5.10: zfs genesis patch

SunOS 5.10: XVR200 Graphics

Gnome 2.6.0: GNOME Java Help Patch

SunOS 5.10: SunFreeware ghostscript man pages patch
SunOS 5.10: SunFreeware gnu esp ghostscript patch
GNOME 2.6.0: GNOME Desktop Patch

CDE 1.6: Xsession patch

SunOS 5.10: Sun Update Connection Client Foundation
SunOS 5.10: Solaris Management Console Patch

SunOS 5.10: fgrep Patch

SunOS 5.10: Sun Java Web Console (Lockhart) Patch
Sun Trunking Utility 1.3: maintenance patch

SunOS 5.10: Adobe Acrobat Reader browser-plugin patch
SunOS 5.10: zones library and zones utility patch

SunOS 5.10: Sun Update Connection System Client 1.0.10
SunOS 5.10: Adobe Acrobat Reader patch

GNOME 2.6.0: GNOME EXIF tag parsing library for digital

SunOS 5.10: traceroute patch

SunOS 5.10: libzonecfg Patch

SunOS 5.10: Sun PCI-E Gigabit Ethernet Adapter Patch
SunOS 5.10: vi and ex patch

SunOS 5.10: FUJITSU PCI Fibre Channel Driver 3.0 patch
GNOME 2.6.0: GNOME PDF Viewer based on Xpdf
SunOS 5.10: SunFreeware gzip patch

SunOS 5.10: Apache 2 Patch

GNOME 2.6.0: Gnome libs Patch

SunOS 5.10: Asian CCK locales patch

SunOS 5.10: Simplified Chinese locale patch

SunOS 5.10: Internet/Intranet Input Method Framework patch
SunOS 5.10: rexec patch

SunOS 5.10 : mysqgl patch

SunOS 5.10: SMA patch

X11 6.8.0: Xorg client libraries patch

X11 6.6.2: xscreensaver patch

SunOS 5.10: gim patch

SunOS 5.10: kernel patch

SunOS 5.10: clri patch

OpenWindows 3.7.3: Xview Patch

GNOME 2.6.0: Gnome libtiff - library for reading and writing

X11 6.6.2: Freetype patch

SunOS 5.10: International Components for Unicode Patch
SunOS 5.10: bind patch

SunOS 5.10 : ipmitool patch

SunOS 5.10: Samba patch

SunOS 5.10: FMA Patch

SunOS 5.10: SVr4 Packaging Commands (usr) Patch
SunOS 5.10: WBEM Patch

SunOS 5.10: Install and Patch Utilities Patch
NSS_NSPR_JSS 3.12.4: NSPR 4.8/ NSS 3.12.4/JSS 4.3
SunOS 5.10: Sun Fibre Channel Device Drivers




119115-35
119081-25
119059-47
118918-24
118833-36
118777-14
118731-01
118712-23
118667-23
118666-23

Mozilla 1.7 patch

SunOS 5.10: CD-ROM Install Boot Image Patch

X11 6.6.2: Xsun patch

SunOS 5.10: Solaris Crypto Framework patch

SunOS 5.10: kernel patch

SunOS 5.10: Sun GigaSwift Ethernet 1.0 driver patch

SunOS 5.10: /usr/shin/zonecfg patch

SunOS 5.10: Sun XVR-100 Graphics Accelerator Patch
JavaSE 5.0: update 21 patch (equivalent to JDK 5.0u21), 64bit
JavaSE 5.0: update 21 patch (equivalent to JDK 5.0u21)




Applicable

CS Client, CS Client Standalone

Products

Applicable 11.0, 10.2
Product Versions

Operating Windows XP
System

Actual Product CS Client
Tested

Actual Versions 11.0, 10.2

Tested

Verified Patches

KB975467 Security Update for Windows XP (KB975467)
KB975364-1IE8 Update for Windows Internet Explorer 8 (KB975364)
KB975025 Security Update for Windows XP (KB975025)
KB974571 Security Update for Windows XP (KB974571)
KB974455-1E8 Security Update for Windows Internet Explorer 8 (KB974455)
KB974455 Security Update for Windows XP (KB974455)
KB974112 Security Update for Windows XP (KB974112)
KB973869 Security Update for Windows XP (KB973869)
KB973815 Update for Windows XP (KB973815)

KB973540_ WM9 Security Update for Windows Media Player (KB973540)
KB973525 Security Update for Windows XP (KB973525)
KB973507 Security Update for Windows XP (KB973507)
KB973354 Security Update for Windows XP (KB973354)
KB971961 Security Update for Windows XP (KB971961)
KB971657 Security Update for Windows XP (KB971657)
KB971633 Security Update for Windows XP (KB971633)
KB971557 Security Update for Windows XP (KB971557)
KB971486 Security Update for Windows XP (KB971486)
KB970653-v3  Hotfix for Windows XP (KB970653-v3)
KB970238 Security Update for Windows XP (KB970238)
KB969059 Security Update for Windows XP (KB969059)
KB968816_WM9 Security Update for Windows Media Player (KB968316)
KB968537 Security Update for Windows XP (KB968537)
KB968389 Update for Windows XP (KB968389)

KB967715 Update for Windows XP (KB967715)

KB961501 Security Update for Windows XP (KB961501)
KB961371-v2  Security Update for Windows XP (KB961371-v2)
KB960859 Security Update for Windows XP (KB960859)
KB960803 Security Update for Windows XP (KB960803)
KB960714 Security Update for Windows XP (KB960714)
KB960225 Security Update for Windows XP (KB960225)
KB959426 Security Update for Windows XP (KB959426)
KB958869 Security Update for Windows XP (KB958869)
KB958687 Security Update for Windows XP (KB958687)
KB958644 Security Update for Windows XP (KB958644)
KB958215 Security Update for Windows XP (KB958215)
KB957097 Security Update for Windows XP (KB957097)
KB956844 Security Update for Windows XP (KB956844)
KB956841 Security Update for Windows XP (KB956841)
KB956803 Security Update for Windows XP (KB956803)
KB956802 Security Update for Windows XP (KB956802)
KB956744 Security Update for Windows XP (KB956744)




KB956572
KB956391
KB955839
KB955069
KB954600
KB954459
KB954211

Security Update for Windows XP (KB956572)
Security Update for Windows XP (KB956391)
Update for Windows XP (KB955839)

Security Update for Windows XP (KB955069)
Security Update for Windows XP (KB954600)
Security Update for Windows XP (KB954459)
Security Update for Windows XP (KB954211)

KB954155 WM9 Security Update for Windows Media Player (KB954155)

KB953300
(KB953300)
KB952954
KB952883
(KB952883)
KB952346
(KB952346)
KB952324
(KB952324)
KB952287

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Security Update for Windows XP (KB952954)
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Windows XP (KB952287)

KB952069 WM9 Security Update for Windows Media Player (KB952069)

KB952004
KB951978
KB951748
KB951698

KB951376-v2

KB951113
(KB951113)
KB951066
KB950986
(KB950986)
KB950974
KB950762
KB950230
(KB950230)
KB949777
(KB949777)
KB949226
(KB949226)
KB948646
(KB948646)
KB948233v2
(KB948233)
KB948233
(KB948233)
KB947317
(KB947317)
KB946648
KB946573
(KB946573)
KB946457
(KB946457)
KB946102
(KB946102)
KB941569
KB938464
KB936929

Security Update for Windows XP (KB952004)
Update for Windows XP (KB951978)
Security Update for Windows XP (KB951748)
Security Update for Windows XP (KB951698)
Security Update for Windows XP (KB951376-v2)
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Security Update for Windows XP (KB951066)
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Security Update for Windows XP (KB950974)

Security Update for Windows XP (KB950762)

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Security Update for Windows XP (KB946648)
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1

Hotfix for Microsoft .NET Framework 2.0 Service Pack 1
Hotfix for Microsoft .NET Framework 2.0 Service Pack 1
Security Update for Windows XP (KB941569)

Security Update for Windows XP (KB938464)
Windows XP Service Pack 3

KB936782 WMP9 Security Update for Windows Media Player 9 (KB936782)




KB925398 WMP64 Security Update for Windows Media Player 6.4
(KB925398)
KB923561 Security Update for Windows XP (KB923561)




